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Telelink Group at a Glance

« 18 years of excellence .. —o R
» Global network - presence in 20_. & <& &
countries R g

* Dedicated team of experté‘

» Partnerships with the leading "%
global vendors '

* €100M revenue in 2018, targeting
over €100M in 2018




Telelink Group Presence
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Telelink Group Business Lines

BUSineSS Engaging in business processes and customer needs in the field
. of IT infrastructure, information security, digital transformation,
Services big data, and managed services

Engaging in delivering services for the construction and operation
of communication infrastructure, delivery and integration of
physical security systems, and building management systems

Engaging in developing and selling through partners Microsoft
Azure based Smart City solutions

Engaging in research, development and training activities
focusing on 5G networks and their application
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http://www.bnb.bg/
http://www.bnb.bg/

The Human Nature

“Man is by nature a social animal; an individual who
is unsocial naturally and not accidentally is either
beneath our notice or more than human.

Society is something that precedes the individual.

Anyone who either cannot lead the common life or is
so self-sufficient as not to need to, and therefore does
not partake of society, is either a beast or a god. ”

Aristotle
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The Internet Nature

Big Data
Machine Learning
Al

Information Sharing
Social Media
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Cybersecurity
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Cybersecurity Information Sharing

Analyst to Public Analyst to
Analyst Disclosure Enterprise

Enterprise to | Responsible
Enterprise Disclosure




Analyst to Analyst

* Every day security researchers and analysts share information on trending topics in
information security in order to help people better protect themselves from threats.

* Topics:
* Indicators of compromise (loCs)
« New attack tactics (Tactics, Techniques, Procedures)
« Defense tactics and detection (YARA rules, sigma rules, SIEM use cases)
« Emerging threats
« Security News
» Experience and advice

Do not share private/company information!
If you're not sure if you can share it publicly - don’t!
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Analyst to Analysl

6 Catalin Cimpanu e

Security researchers discover Linux version of
Winnti malware

Winnti Linux variant used in 2015 in the hack
of a Viethamese gaming company.

telelink

"Q Florian Hansemann

Lateral Movement Using
internetexplorer Application Object ( COM )

Lateral Movement Using infermeteapiorer Apphcatoa Objec ..

NROSUCRon Use Obiect COM { IntemctExpioner Appiication ) Fou
Expcute usng Types Expion-adomet Explony Fof Exocue <« in
AGS On Indemet Explosey For Get Exocutie Coae wilng Lidensl

& Andreas Sfakianakis

MuddyWater Hacking Group Upgrades
Arsenal to Avoid Detection

MSOyWates Hacking Gooup Upgrades Arsendl to Avoed Detachon
T Mudoy Voo oot groog 50 0o upaaing &5 Lachics, lecivegues, and
procriores (TTI) o NIedo o et of new Ank-Gelechion Sacvsgues Smugned 1o

Image sources: Twitter
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falicwing
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With Sysmon logging & | .
Sigma rule you can detects non-standard
programs connecting to RDP port 3389/tcp

e.g. malware exploiting . “to
spread within a network

Q)k&owaﬁm i

During an incident, you are hunting for
snakes in the grass. If you've never hunted for
snakes before, everything that rusties the
grass looks like a snake. If you don‘t know
what normal looks like, your job will be
MUCH harder...

.Nbr’l»- hing

New approaches used by

growp, that leverage macis 10 load code
hdden in the table by mirknal whide font and
executes the downlosded payload through
MSBUILD exe, Either AES or RCA 15 used for
decryption

wrk hoopc//139,59.30.109:8050/abcy




Public Disclosure

« Communicating the vulnerability to the public should have a broad impact to
reach the awareness of the users, and it usually takes one of two possible
paths.

1. Easy way — publish blog post, share on cybersecurity forums and control the
Information

2. Hard way — connect directly with a journalist from a responsible media, work together,
but loose control over the information

« Handling the public disclosure comes with quite a bit of stress for the
Inexperienced as once the story starts rolling publicly you are not in control
anymore.
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Public Disclosure

v Vulmon Vulnerability Feed

CVE-2019-7038

Adobe Acrobat and Reader versions
2019.010.20069 and earlier, 2019.010.20069
and earlier, 2017.011.30113 and earlier
version, and 2015.006.30464 and earlier have
an out-of-bounds read vulnerability. S...

v Vulmon Vulnerability Feod
CVE-2019-7093

Creative Cloud Desktop Application (installer)
versions 4.7.0.400 and earlier have an
insecure library loading {dll hijacking)
vulnerability. Successful exploitation could
lead to privilege escalation...

telelink

o Exploit Database

[remote] Shopware -
createlnstanceFromNamedArguments PHP
Object Instantiation Remote Code Execution
(Metasploit)

SHhopware - cresteinstance romNamedArgumeants PHP Oty

L = Exploit Database

[webapps] Opencart 3.0.3.2 -
‘extension/feed/google_base’ Denial of
Service PoC

Opencart 3.0.3.2 - "extemsonteadigoogio base” Dersicf 5.,

Image sources: Twitter

Sploitus

Mac OS X Feedback Assistant Race Condition



Analyst to Enterprise (disclose at your own risk .. .)

* Whenever an security researcher finds a security flaw
he/she has a choice to make:

1.
2.
3.

Disclose/Notify the affected party
Keep It a secret and potentially use the vulnerability

Do nothing

» Most security researchers will opt to contact the company
or vendor and notify them.

» However that is not always the case...

p 4 telelink 6/10/2019 | 18



Analyst to Enterprise (Disclose at your own risk ...)
@ Bad Packets Report ' ”"“’""9 Radar Following

A WARNING A\ . please investigate malicious and
Magazine subscription website Ph'Sh'”Q websutes that may target your

( - ) is infected with customers
. malware.

donald. waze com Phishing Test
59 phishing websaies Lwoe! donadd waze com 20d iS5 cusiomerns

Exfil domain: fontsawesome[.lgq (™)
results:

Deobfuscated code:

Hey @GranoSuomi, we just found one of your
Project Managers got phished about 30-40
minutes ago.

Ask @JayTHL for the details as soon as you
read this & maybe you will be able change
pw before the actor logs in...

Also, don't forget to say thanks to MS for
making this possible.

 telelink
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The Reaclions

Who are you??
Thank you!! How did you get this
You are the best! informatiqn??
We're sending We are getting our
you all the $$$!! lawyers!

No pain  Discomforting Distressing Intense r%tfﬁﬂe lﬂ,ﬂg"pggﬂ‘fﬁf

0 1 2 3 4 5 6 7 8 9 10

Very Very Excruciating
distressing intense unbearable

‘ . telelink 6/10/2019 | 20
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The Legal Action(s)

‘? Ask Cybergibbons! Folous v donlobo S

The person who operates the site sent Indian Researcher Who Showed E-Voting

my employer a letter threatening legal Security Flaws Jailed, Denied Bail, Charged
action and claimed | had hacked their With Theft : http://bitly/bvXP5z #india #awful
site. |

Follow

L8 o

against security researcher who outlined
keylogging rootkit in most smartphones

Foliow

-}-‘\ Technical Muscle

Wnite hat banned for revealing vulns in news Sites used by London ... German software company has threatened
e e e e est legal action against a security researcher:
German... http://goo.gl/fb/N5708

 telelink

Image source: Twitter



Cybersecurity Information Disclosure

Lawsuits threaten infosec research — just The Vulnerability Disclosure Process: Still
when we need it most Broken

'-”o

L g Tr——

White Papers Fubureprooling Your Startup with Cloud-flased Phone Systems

Ty sharng & b s, povr ey v harveng. Sy and prepereg Sy & sidie 11w lrnded et Mewin g e
DA W ndar B vk of rynry wnadsend Acka Thad vu e ik omty chvamieg B et b Aoty Baee

JOTMML WS PO VI

Rl e Lyly el
1 Dserse youia Wy 30t T 4o
el ety roor praac Sree Seckeny
e e

US oetiemnents 'S et bocy” et
Wiy set bl Cmne

Mow b te allm s e rmeadel,
Cal ety ieima ey Ly

Fian it wrene vy nnag we Qe

TR ot q' B
SRR —‘f"_; P .,7‘: .‘..' TR ;-::_: l_‘.-. J K -:, .y 1"1{‘ nl nenn or
3 ZDNet Security researchers stll plare abuse, threats and ja I
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Responsible Disclosure Policy

Responsible Disclosure

A the- At Corporatisn we Lonskier T secirlly of SUFSPEISTE 3 fop pramh) - Bul mo maitar iy mach o s i o syshem sacueny, fere
) St De viEneAnEnes. presan!

T oy s dnietr & yinesrahilly, Wi wodld Die o onow about B 20 we can take sheps (o address 1 as quickly a3 possible We vl Bk o2tk oy
o Pl i DeEfesr peohec] oo chenss and sy frriems

Pieaze do Ine fosowing

= We will respond to your report within 3 business days with our evaluation of the report and an expected resolution date,

« If you have followed the instructions above, we will not take any legal action against you in regard to the report,

» We will handle your report with strict confidentiality, and not pass on your personal details to third parties without your permission,

= We will keep you informed of the progress towards resolving the problem,

= In the public information concerning the problem reported, we will give your name as the discoverer of the problem (unless you desire
otherwise), and

» As a token of our gratitude for your assistance, we offer a reward for every report of a security problem that was not yet known to us. The
amount of the reward will be determined based on the severity of the leak and the quality of the report. The minimum reward will be a €50
qgift certificate.

» WNE B handbe FOur tepcr Wil Sinct confoeahalsy. and nod pass an your pecennatdefals 1o thad partes withold YoiF paimssion;

o e will Kpep vau ndanmed of B pIogiess iowains reshlvng (e probeem

« b the prkG infgrmaticn canceming e probem ropored. we il Gve FOUrname-as Mo Socvees of o probesm (uniess you gesHe
ofhehwsel ane

s A B s oF QU (RENTLIOE RO WOUT 355IEENCE . WE DTS @ rSwEnd 10T Svery TEpo of B Sacul Ty peobieny al wis 0ol el Knisan iols The
Emount of fhe rewald wil be oelermines based on the sevarly ofihe teak-an e Gaatty of e repalt The mindmur rewai will be-a €50
g Lertfcats

WS T ol AR oS 35 guckl BS possitie. and ve wodk] ke |G pay A Rclive rete in Ehe WiSmate publcabon om he protiem ater it
E.reshivad.
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Enterprise to Enterprise

Following the various Responsible disclosure policies companies can still share
the vulnerabilities found in their own or another company’s product

Go gle Secunty Blog

Thie Satestinews Bid ) 0kits $75iTi DOOGME-ON. Seuty, Bk safity-on therkernet Jnit 42 Vulnerability Research Team Discovers 23

I\(" Vulnerabilities February 2019 Disclosures -
Adobe and Microsoft

Disclosing vulnerabilities to protect users across platforms

On Wednesday, February 27th, we reported two 0-day viinerabilities — previously

) i L ) 0N Ho AN (§371
pubhcly-unknown vulngrabalities — one affecting Google Chrame and another in threat rescarcheny hove Grscovered 2J now vidnerabiitics addressed € Ado tuct
Incud Resporse Team (NSIRT) 45 part thelt
Microsoft Windows that were being exploited together i 2 volnerabilities addressnd v 4 v part of their
Fetirua 01% 1 p S 12 at ranged | ntt X !
To remediate the Chrome vuingrability (CVE-2019-5786), Google released an update for these vulrerabilifies

'telelink

Google policy - https://www.google.com/about/appsecurity/
Palo Alto policy - https://www.paloaltonetworks.com/security-disclosure



Responsible
Disclosure




What Happens when a Vulnerability is Found?

* A security researcher will privately report the breach to the
company and will allow the team a reasonable timeframe to fix the
Issue, but in the case they do not, they may publicize the exploit to
alert the public.

* Disclosing a vulnerability to the public is known as full disclosure,
and there are different reasons why a security researcher may go
about this path.

< ‘ “ telelink 6/10/2019 | 26



Vulnerability Disclosure

A security researcher may disclose a vulnerability if:
* They are unable to get in contact with the company.

* Their vulnerability report was ignored (no reply or
unhelpful response).

* Their vulnerability report was not fixed.
* They felt notifying the public would prompt a fix.
* They are afraid of legal prosecution.

P ‘ telelink 6/10/2019 | 27



Responsible Disclosure Examples

ﬁ:‘ Bob Dlachenko Following

OK, | know it is Friday, but nobody responded
to my alerts for more than 48h now,

Al > - any chance to have
somebody from your security team get back
to me? | think it is very important

Image sources: Twitter



AS@C —Real Life Case
Studies -
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The search engine for Refrigerators

Comale & Tray Moo ) f’“géﬂ'w

Explore the Intermnet of Things See the Big Picture

Manitor Network Security - Got a Compeltive Advantage

i =

56% of Fortune 100 1,000+ Universities

hadan & wsad Srqund ths wond by ressarchees, seunmy profersionais, Brge svrarpryees, CERTE ancd evenybody i batmesn

MHaals giorden e a1 e gaalises i b Eleral ase

Shodan.io
Search for SCADA
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The Vulnerable SCADA System

3 Rephy Al 3 Forward 551 1M

cp 1252018 1014

Alexander Tzokev
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The Vulnerable SCADA System

Shodan.io search,
found IP

Contacted ISP1 Contacted ISP2

addresses and

. No answer No answer
analysis
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Encountered Problems

* Limited contact information
 No feedback

< ‘ .. telelink 6/10/2019 | 34



Collections #1-5

« 900+ GB archives, containing text files with
leaked accounts (in most cases
email:password)

e Passwords are in clear text and
cryptographic hashes

« 6 000 000 000+ accounts

* 19 domains ending with “.bg"” and
congaing “-bg” in the name were found

" THEY WERE WAT AHEAD OF US IN PASSWORDS, "

4 telel ink 6/10/2019 | 35
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WWW.***ta by | 376230
WWW.****ota.bg | 267826
www.****ota.bg | 228306

WWW.¥***g bg | 123842
WWW.****on.bg | 58897
WWW.****ore.bg | 28488

www. ¥ bg  [T11519

www.****fig.bg | 9448

www.****tar.bg | 8436
PR « Some of the passwords are e-mail addresses
www.****ent.bg | 3509
www = kes.by B2695 « Some of the passwords are phone numbers,
www obsbg 2241 birthdates and valid social numbers (EGN)
www.**netbg | 1520 « Some funny Bulgarian words, used as passwords:
L "masalce", "boza", "nadejdnaparola",
e e "trudnaparola”, "novaparola”, "nemaparola",

R | "idiotko", "poluidiot®, etc.

wWww.****t hg | 527

www.****or.bg | 132

0 50000 100000 150000 200000 250000 300000 350000 400000

Collections #2-5
Analysis of some of the Bulgarian sites



Collections #1-5

Searching for leaked
password of colleagues and
sending alerts to them

Alerting the affected sites Research and analysis of the

and/or companies leaked passwords
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Encountered Problems

» Analyzing all the data

» Contacting Bulgarian companies and academical institution
(owners of the leaked sites).

* Bipolar reactions were observed.

< ‘ “ telelink 6/10/2019 | 38




Lessons Learned

Contacting the cybersecurity targets (victims) is a complex
task.

THIS IS FINE. |
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Telelink Holistic Approach to Cybersecurity

Cybersecurity

Legal
projects J

Risk assessment

ERT
and management

Mitigation ‘ ASOC
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The ASOC Structure

CORE SOC PROCESSES R&D

Planning
Security ek Collaboration “Sandboxing”

Feeds
Measures

L L L L 3 L]

INTEGRATON AND SERVICE ACCESS

Security Incident Vulnerability Threat

UTCEI/ATEN Monitoring Response Analysis Mitigation

SERVICE ACCESS SERVICE ACCESS SERVICE ACCESS ECHO
INTERFACES INTERFACES INTERFACES Tech Accord

NATO Cyber Coalition...

Log Data Aggregation Log Data Aggregation Log Data Aggregation

Network Infrastructure Network Infrastructure Network Infrastructure Va I’iOUS
Monitoring Monitoring Monitoring
SIEMs

Endpoint Monitoring Endpoint Monitoring Endpoint Monitoring

Tenant 1 Tenant 2 Tenant N

‘ | telelink 6/10/2019 | 42



ASOC

Endpoint monitoring
Network infrastructure monitoring

. . Proactive search
Monitoring

Alarm analysis and
“‘Human Triage”

Incident analysis

Application log monitoring
Dataflow monitoring
Network device log monitoring

Authentication and access monitoring

Computer forensics
Incident scope and severity determination

Network and endpoint analysis and live response

Major breach support

. Corrective actions
Handling

Tactical Intelligence

Static and dynamic malware analysis

Malware reverse engineering

Threat feed integration
Internal intelligence harvesting

Threat
Intelligence

Industry and client tailored subscription service

Threat briefings

I_
s
=
=
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%
Z
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o
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L]
Q)
ha
L]
=
L]

Operational Intelligence Validate and prioritize security countermeasures

Threat profile development and trending analysis

telelink ——




ASOC

Threat feed integration
Tactical Intelligence Internal intelligence harvesting
Threat Industry and client tailored subscription service

Intelligence Threat briefings
Operational Intelligence Validate and prioritize security countermeasures

Threat profile development and trending analysis

telelink




ECHO - EUROPEAN NETWORK OF CYBERSECURITY CENTERS AND
COMPETENCE HUB FOR INNOVATION AND OPERATIONS

e Research and
Development project,
funded by EU, Part of
Horizon2020

« Consortia consisting of
30 partners, including
Royal Military
Academy of Belgium,
RHEA systems,
Universities, Ship
builders, etc...

48 months, started in
February 2019

¥ telelink

ECH::
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= 30 anizting partners
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= 13 Ewisting centres
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= E-FCH wee Tor trapning sdhelivery

= E-FCH ke T tachnofogy
e i AL G G, Fekearch @nd
dlavebagrmant

s E<FCR vae Nar secuity

| _corifcation testing.
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= ECHLY Early Warming Sysiam
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ASOC Information Sharing
@ .:-ex.xlrder;fzcy.._. ot

"Hackback™ unu “"oxo 33 oxo

R teleli

Lanb s "

Tl y DUs

nk

n Chris P
Hello Mr. #Hawkeye 8 #Infostealer
#Malware

Hash: 7cfabie8dce36d0f4efd0311790abc79
Email subject: Orden de Recibo No 1042190A
Source 1P: 41.190.31[dot]238

virustotal.com/#/file/319d45f ...

ﬂ Chris P
2019-04-29 03:14:04 34.73.232[dot]136 is
pushing a #WordPress #phishing login page.

IP belongs to @Google @googlecioud ?

pastebin.com/Ub6gl65JM

Image sources: Twitter

e iiiya Dafchev e

An analysis of why the new evasion module
fail to evade Windows Defender

Bealing Windows Defender. Anaiysis of Metaspiot's new &....

A research on why the new defencer evason moduses fad to
cvate

? iliya Da:fdwv P

| contacted Microsoft and they fixed their
detection logic, so this bypass shouldn't work

anymore if you have the latest Defender AV
definitions.

Office 365 AMSE Bypass (fixed)
Mics0siot T thoir defiechion Jogic, 50 this doesnT work anymone

&l




Conclusions




Conclusions

 Security information sharing is still maturing.

* There are still some gray areas and risks around disclosing vulnerabillities.

« Security researches should seek out proper channels for disclosing
vulnerabilities and share information.

« Companies need to develop their own disclosure policies.

 There is much to be gained from sharing information.
« Sharing Is caring.

W @TBS Infosec
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Thank you for
your attention!




