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www.geant.org

Runs a membership association for Europe's National Research & Education Networks (NRENs)
GÉANT Association

Coordinates and participates in EC-funded projects
Under Horizon 2020 the financial instrument for implementing the Innovation Union, a 
Europe 2020 flagship initiative aimed at securing Europe's global competitiveness

Operates a pan-European e-infrastructure
GÉANT network

Manages a portfolio of services for research & education
EduX

Organises and runs community events & working groups
TNC, task forces & special interest groups

To support collaboration and development amongst researchers, the dissemination 
of information & knowledge, and provide access to a portfolio of services and 
infrastructure resources:
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www.geant.org

Membership Association

GÉANT Association supports and represents over 40 NRENs across Europe.

Together they support over 10,000 institutions and 50 million academic users.
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• GN4-1: 1 May 2015 to 30 April 2016 

• GN4-2: 1 May 2016 to 31 December 2018 

• GN4-3: 1 January 2019 to 31 December 
2022

GÉANT Project



GÉANT Project in numbers
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39 Partners, 42 Countries 
157 FTEs (average per year over project duration)
500+ registered contributors

9 Activities, 34 Tasks
124 Deliverables
32 Milestones

EC funding: €128M



GÉANT Project Structure

77

GN4-3 Service DevOps Work Packages

WP4 Online Services Development and Delivery

WP5 Trust & Identity

WP6 Network Technologies and Services

GN4-3 Operations Work Package

WP9 Operations Support

GN4-3 Support Work Packages

WP1 Project Management WP2 Marketing, Communications, Events WP3 User/ Stakeholder Engagement

WP7 Network Core Infrastructure and Services

WP8 Security



Keeping the R&E network safe and secure at the backbone

level and supporting the GÉANT Partners with up-to-date

tools to keep their networks and connections to the GÉANT

network safe and secure in an environment of increasing

levels of cyber-security threats.

Security Work Package Objective
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• 43 participants, 19 organizations, 14 countries, 4,3M euro budget

Security WP – Facts and Figures
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Task Topics

Business Continuity Crisis Management, Training and Awareness, Business Continuity 
Recommendations 

Security Baselining Risk Management, Security Baselining

Products & Services SUBTASKS:

SOC

Vulnerability assessment as a service

DDoS

Firewall on Demand

eduVPN



• Business Continuity, Crisis Management, Security Training and Awareness

• Purpose: The task will aim at creating (cyber security) resilient NRENs with a

cyber security awareness culture within our partner organisations and

community as a whole.

• Year 1:

Status analysis and requirements analyses

CLAW 3 – crisis management event

Summary of security training and awareness campaign materials

Task 1 – Business Continuity 
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• Security Baseline, Benchmarking, Risk Management

• Purpose: Agree upon security frameworks and set up and test a benchmarking

system based upon the agreed security baselines, encourage a risk based

approach

• Year 1:

Security Baseline for NRENs based on international standards and security 
best practices

Annual Top 10

Task 2 – Security Baselining
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• Security Operations Center

• Purpose: Develop a comprehensive set of SOC tools, some of which will require

training and documentation to adopt the available solutions in different

operational infrastructures, share good practices.

• Year 1:

Description of high level SOC architecture

Release of the first, limited toolset

Task 3.1 – SOC
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• Vulnerability Assessment as a Service

• Purpose: investigate feasible and scalable solutions for identification of security

vulnerabilities and the tools that are best suited for this purpose, building on

experiences from the NRENs

• Year 1:

Collect legal requirements from participating countries

Collect and share good practices

Collect and compare requirements to existing tools, both open source and

commercial

Task 3.2 – Vulnerability Assessment as a Service
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• Defend against (distributed) Denial of Service attacks

• Purpose:

Build and maintain a fit-for-purpose modular flow-analysis suite.

Deliver best practice guides for detecting and mitigating DDoS solutions, both

technological and organisational (tools, processes and procedures)

Design and implement one or more central or regional DDoS mitigation

facilities

• Year 1:

DDoS workshop, identifying interested parties + showcasing existing solutions

Collect and share good practices

Make the (DFN) NeMo-Software more open

Task 3.3 – DDoS
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• Firewall on Demand

• Purpose:

Development of a generalised, multi-domain Firewall on Demand interface

supporting FlowSpec and, if necessary, additional protocols.

Establishing Firewall on Demand as a multi-domain interface to allow

integration into the coordinated DDoS mitigation across multiple domains

(GÉANT, NRENs, institutions).

Delivery of attack and monitoring data to improve and analysis

• Year 1:

FoD future development requirements analysis

New release

Task 3.4 – Firewall on Demand
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• Virtual Private Networking

• Purpose: Continue development of eduVPN and increase adoption for both 
‘business’ and students.

• Year 1:

Community workshop to promote the service and gather requirements

New release, new apps

International outreach

Task 3.5 – eduVPN
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• Gathering requirements, contacts, examples - what is already available?

• Defining the scope of work - what are we trying to achieve?

• Importance of collaboration

• Why can’t we just buy something?

• What is important to us?

Common problems - common solutions!

Security WP - YEAR 1
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SIGs and TFs
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• Facilitate and improve the collaboration between the European CSIRT community 
to make cyber space a better place, supported by GEANT

• TRANSITS provides state of the art, high-quality training to Computer Security and 
Incident Response Team (CSIRT) personnel, co-ordinated by GÉANT

• The Trusted Introducer Service forms the trusted backbone of infrastructure 
services and serves as clearinghouse for all security and incident response teams.

TF-CSIRT
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• Established in 2017 as an organizational unit of the Faculty of computer science and engineering, UKIM, as the first (and probably 
still the only academic CIRT in the country)

• Main working groups
• Incident handling
• Proactive security
• Quality management

• Services
• Incident reporting and handling
• Information dissemination
• Security advices to the students
• Security education
• Pen-testing

• Volunteer organization 
• Academic staff
• Technical staff from the faculty computing center
• Students interested in security, organized as a student CIRT club

• Close collaboration with MKD-CIRT

FINKI-CIRT
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Any questions?

Thank you

Any questions?

Thank you


